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Abstract — Computers have become such a big part of 

everyday life everywhere - Computer security and threat 

prevention is essential for individuals and organizations. And 

organizations are taking computer security more seriously to 

protect their information systems at different levels starting 

from physical, Personal, procedural and/up to technical level. 

The measures at all these levels have made the business world 

more effective (but not completely) at blocking inside and 

outside threats.  These measures have made it increasingly 

difficult for hackers or viruses to penetrate systems. The threat 

to the organization is more from insiders than outsiders, in this 

paper we will analyze what are the internal threats in 

organizations, why are we defenseless and allow threats to 

realize and the best practices to secure our organization’s data 

from inside threats’. 
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I. INTRODUCTION 

 

Social Engineering utilizes personal error or oversight to gain 

and entry to any system in spite of the layers of defensive 

security controls that have been implemented via software or 

hardware [7]. The technology based and the human based 

deceptions are the two main types in which all social 

engineering strive can be grouped. Trespassers and hackers are 

on the lookout for ways to gain and entry to pricey resources 

such as computer systems or corporate or personal information 

that can be used by them maliciously for personal gain. 

 

A notable proportion of computer and organizational security 

professionals believe insider threat is the greatest risk to their 

enterprise, and more than 40% report that their greatest 

security concern is employees accidentally risk security 

through data leaks or similar mistake [AlgoSec 2013][3]. A 

previous report by the CERT
®
 Insider Threat team, part of 

Carnegie Mellon University’s Software Engineering Institute, 

provided an initial examination of this problem. The infamous 

hacker “Kevin Mitnick”, in an interview with the BBC News 

Online [1], told that: The biggest hazard to the security of a 

company is not a computer virus, an unpatched hole in a key 

program or a badly installed firewall. In fact, the biggest threat 

could be human. What I found personally to be true was that 

it's easier to manipulate people rather than technology. Most of 

the time organizations overlook that human element. So, the 

ultimate security wall is the human being, and if that person is 

duped, the gates are wide open for the intruder to take 

complete control over the computer which might have an 

important information. 

 

Safety specialist concur when it comes to identifying where 

security negligence can occur, and who causes them. Over 

time, the experts have come to the conclusion that despite the 

impression of the hacker being an outsider wanting to get ‘in’, 

the majority of violations are caused by either disgruntled 

employees or non-employees who have legitimate system 

access because of their job in the organization [8]. According 

to the FBI nearly 80% of all attacks are caused by such 

authorized users [4]. Hence, it is concluded that a proper 

training is needed for the inside people of an organization or an 

institution. 

II.  OVERVIEW 

 

Research is the careful and critical enquiry in seeking facts for 

principles [6]. It can also say that research is the combination 

of both experience and reasoning and must be regarded as the 

most successful approach to discover the truth. And 

methodology is the set of criteria followed in a particular 

discipline. There are different research methods for 

investigation, for example Observation, Questionnaire, 

Interview, Analysis of records, Case study etc. These Methods 

and Techniques are used in performing research operation i.e. 

collection of data, statistical processing and analysis (test), to 

evaluate the accuracy of the results obtained. 

 

 
But we use a systematic approach for investigation that is 

based on mixed methodology as elaborated by Creswell [1]. In 

this mixed approach we use qualitative and quantitative 

method of research. In quantitative approach, measured and 

expressed in term of quantity. Quantitative research helps in 

précised measurement and knowing trends and changes over 

the time. The quantitative research is mainly concerned with 

quantifying relationship or to compare two or more groups [1]. 

The qualitative research is concerned with studying object in 

their natural setting. A qualitative research is attempted to 
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interpret a phenomenon based on explanation that people brins 

to them [2]. This research will be taken in different segments. 

In first segment, a detailed and comprehensive literature study 

will be carried out to understand the Social engineer and its 

importance in any organization. In second phase that we select 

some methods and techniques for evaluation of the social 

engineer awareness in any organization or institution, there are 

different methods and techniques available for assessment but 

the we selected the questionnaires [3] and think aloud 

technique for testing. After performing the questionnaire which 

was distributed online to all end-users after that we took the 

interview from the selected end-users, in that way the result 

compiled qualitatively [5], for more validating this research the 

we conducted interviews with SHCT staff [Figure 1] illustrated 

the overview of the research methodology.  

 

The questionnaire consists of questions related to the amount 

of knowledge that the responders knew about Phishing, Strong 

Password requirements and viruses, these questions are of vital 

importance to find out if they are aware of new attack methods 

and thus vulnerable to these new types of attacks. We asked the 

respondents 3 questions related to Phishing. Questions which 

we asked to the respondent, 1. If they were aware of Phishing 

attack, 2. If they were aware of Phishing mail and 3. If they 

were aware of Phishing website. The average 52% of the 

respondents have answered “Yes”, and the remaining 48% 

have answered ‘NO’.  The result shows that large number of 

respondents are not aware of Phishing 

 

 

 
 
We used another set of questions to find out if participants 
knowledge about importance password security. We asked them 
questions like “1. Which of the following meets the strong 
password requirement?”, “2. Do you use the same passwords 
for your work accounts as you do for your personal accounts at 
home, such as Facebook, Twitter or your personal email 
accounts?” The response shows that, 62% of the respondents do 

not know the requirements of the strong password and 32% of 
the respondents use the same password for different accounts.  
Finally, we wanted to know the respondent’s knowledge about 

viruses and Trojans. And we asked them few important 

questions like “1. How often do you read or update yourself 

regarding most destructive computer virus?”, “2. Have you 

ever found a virus or Trojan on your computer at work?”, “Do 

you know who to contact in case if your computer is 

infected?”. The result analysis shows that, 52% respondents 

were rarely update themselves and 12% did not update 

themselves at all. For the second question asked, 90% of the 

respondent answered that, their computer was infected, and 

46% of the respondents do not know whom to contact if their 

computer is infected. 

 
 

 
 

We also conducted interviews with users in the college. We 

have shown interviewees the login page of a fake website 

which has the look and feel of a face book login page and 

asked them “have you ever seen this page”. The 100% 

interviewees answered that it is Facebook login page without 

checking the URL of the page. We gave the interviewees a 

scenario that, a mail from helpdesk asking you to reply with 

your personal details along with username and password of 

your email account within a stipulated time, otherwise your 

email account will be deleted.  And we asked them “what 

should they do?”. 30% of the interviewees said that they will 

reply them back with the details.  We gave the interviewee the 

following scenario. “We saw a case a while back where 

someone used their yahoo account at a computer lab on 

campus. She made sure her yahoo account was no longer open 

in the browser window before leaving the lab. Someone came 

in behind her and used the same browser to re-access her 

account. They started sending emails from it and caused all 

sorts of mayhem.”. And we asked them “what they think might 
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have happened?”  100% of the interviewees are not aware that 

she saved her password in the browser for her account. To 

know the interviewees knowledge about the viruses, we have 

shown them the screenshots of the destructive viruses and 

asked them that, have they ever seen this on any computer or 

heard about it?”.  Surprisingly 84% of the interviewees have 

answered that they have not seen or heard about these 

destructive viruses. 

Counter measures: 

In this research paper we come to this conclusion in order to 

counter measure the Social engineering attacks where the end-

users are the easy target to eavesdropped the institutional 

information, so to minimize this social engineering attack we 

should conduct the user training and security awareness 

program which are as follows. Campus training programs 

Campus tanning program should be conducted frequently to 

bring the awareness about the social engineering attack 

Online Curses: 

Online courses are particularly useful because they can be 

updated in a regular basis, they require less personal and they 

can be adapted to every employee schedule  

Screen Savers: 

Screen Savers can be used to show small significant 

advertisements with regard to social engineering attack in 

employees’ computers 

Posters: 

Colorful posters or displays can be used to highlight important 

information in order to bring awareness to employees 

Inspections and Audits:  

Inspections and Audits are vital to raise awareness among 

employees being audited Another possibility mentioned in [9] 

is that security personal periodically demonstrate social 

engineering by attempting to request passwords to selected 

users. Users who refuse to give information would be rewarded 

and users who fail would be instructed that they have failed a 

random test. 

Risks: 

All end-user of the institute should be informed about the risks 

in information security and how to recognize these risks. 

Examples of this could be how to recognize Spyware in an 

infected PC by showing a practical case, how to recognize a 

forged website used in a Phishing attack and also show demo 

of SPAM e-mail. 

Countermeasures: 

When the end-user of the institute has been trained with regard 

to the social engineering risks they should be attentive how to 

react to these risks, it contains; procedures for using 

information in a safe way, training in security policies like 

password management or institute information handling. 

Responsibilities: 

The training should also direct what are the responsibilities of 

every end-user in the task of protecting institutional 

information and resources. All end-users should be informed 

that every person is responsible in one way or another in 

securing the information. 

Contact Information: 

Last but not least, the point to cover in every security 

awareness program is to include the contact information for the 

reporting person in the event of a security break. End-users 

must be updated of the procedures for reporting security 

incidents, who and how should be informed and what to do 

when this type of events happens 

III. CONCLUSION 

 

In order to counter measure social engineering attack where 

employees/end-users are the main target and to minimize 

internal attacks we recommend to educate and to bring 

awareness with regard to the social engineering attacks. Based 

on our results, we conclude that, a very large number of users 

are not aware of Phishing and importance of having a strong 

password and they do not update themselves with latest 

viruses. We propose that user training and security awareness 

program need to be conducted frequently and to develop or 

revisit the security policy covering all aspects of information 

security and end user should be aware about it. It would be 

essential to do analyze the users’ practices, their working 

mechanisms and the style towards computers usage after and 

before training and awareness about social engineering and in 

particular terms of security and internal threats by performing 

security audits and penetration tests. 
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